Agency HR/Agency Designee Role and
Instructions for Managing Computer Accounts 

During the Division of Personnel’s PLANS Project, employees will be asked to complete Job Content Questionnaires (JCQ) to provide current information about their positions and job duties.  Employees will provide this information using either an on-line form or a paper form.    Any employee who wishes to complete the on-line form will be required to logon to use the JCQ application. 

The JCQ system utilizes Microsoft Windows SharePoint.  Microsoft Windows SharePoint is technology that organizations of all sizes can use to give people access to information they need.  

Employees, supervisors, and Agency HR/Agency Designees will access the JCQ through the PLANS website at www.PLANS.wv.gov.  For access to the JCQ System, go to the navigation bar on the left and click Complete a JCQ.  

For access to restricted Agency HR/Agency Designee information, go to the navigation bar on the left and click Agency HR/Agency Designee.  

On the restricted site you will find the following items specific to your agency.
· Current workflow data used for the electronic system. 
· Computer account (i.e., user name and access code) information for employees who do not have an e-mail address that ends in @wv.gov (see below*).  The WV Office of Technology created accounts for these individuals. The Agency HR/Agency Designee will be charged with distributing this information to employees.
·  A process for updating the current workflow data in the electronic system. You will be able to submit additions, deletions and modifications to the workflow. The definitions of each are listed below:
· Add - means a new employee to your Agency (may be a new employee to State Government or a transfer to your agency).
· Delete - means an employee left your Agency (the employee left your agency for whatever reason, termination/transfer, etc).
· Modify - means the workflow needs modified for an employee in your agency (the employee may have a new supervisor, transferred within your agency, etc.).
· You will be able to check the status of the changes in “Workflow Updates.”
· If your agency has email addresses ending with @wv.gov and you are requesting an account be created for a new employee, then contact WVOT Service Desk.  Once you have received notification of the account being created then you may enter a request to update the JCQ workflow.  
· If your agency does not have email addresses ending with @wv.gov then you may continue with the JCQ workflow request.
Employees who already have email addresses ending in @wv.gov and have account user names that begin with the letter “A”, “B” or “C”  followed to by six digits (ex: A123478) will use their assigned computer accounts to logon to the JCQ System. 

*Employees who, as of June 9, 2010, do not have an email address that ends with @wv.gov will be assigned an account (user name and access code) that will allow them to access the on-line form.  These employees will obtain this account information from their Agency HR/Agency Designee.  To access the on-line form, these employees will enter their user names in the User name box on the log on screen and they will enter their access codes in the Password box.  
NOTE:  Several agencies have recently migrated to the Executive domain (with @wv.gov email addresses) or are in the process of migrating.  If an employee’s email address as of June 9, 2010 did not end in @wv.gov --- even though it now does --- that employee will need to use the assigned Resource domain account (user name and access code).  If your agency has been assigned Resource domain accounts for your employees, your employees must use this account information to logon to the JCQ system.      
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Computer Account Access Code Do’s

· Whenever possible, the Agency HR/Agency Designee will use electronic files containing the access codes.  If paper documents are used, these documents must be protected while in use and destroyed upon completion of the JCQ Phase of the PLANS Project.
· The Agency HR/Agency Designee must not share any given employee’s access code with anyone other than the employee.   Therefore, the Agency HR/Agency Designee is responsible for confirming user identity prior to providing access code information.
· The Agency HR/Agency Designee will remind employees not to share their access codes with others.
· All access codes are to be treated as Confidential Information and used only for the purpose of completing the PLANS Project JCQ.  The access codes that were created for employees without @wv.gov email addresses will expire when the JCQ phase of PLANS project ends.
· Accordingly, the Agency HR/Agency Designees must protect any paper or electronic documents containing the access codes from authorized access and use.   Precautions to protect this information include, but  are not limited to, the following:
· Logging off the computer or locking the computer when leaving the computer unattended
·   Storing paper documents containing access codes in locking file cabinets or drawers when not in use
· Shredding any paper copies of documents containing access codes upon completion of the JCQ phase of the PLANS Project
· When sharing the access code the Agency HR/Agency Designee must ensure that the communication is confidential, secured, and/or encrypted.


Computer Accounts Access Code Don’ts

· Do not display a full listing of computer accounts and /or access codes to anyone.
· Do not share access codes with anyone other than the employee who has been assigned the access code.
· Advise employees not to share their computer account and /or access codes with others.
· Do not reveal access codes in an email message, unless some form of encryption is used. 
· Do not discuss access codes in public areas or where others can hear the discussion. 
· Do not store the access codes on any portable devices such as laptops, thumb drives, CDs or DVDs.


Obtaining Assistance with Computer Accounts and Access Codes

Employees with a @wv.gov email account will contact the WVOT Service Desk at 304.558.9966.

Employees without a @wv.gov email account will report their questions or problems to the Agency HR/Agency Designee.  If the Agency HR/Agency Designee cannot answer the question or resolve the problem, the Agency HR/Agency Designee will contact the WVOT Service Desk at 304.558.9966.

Employees without a @wv.gov email account cannot change their access codes.  All access codes will expire at the end of the JCQ phase of the PLANS project.  

When an employee has entered an access code incorrectly 3 times the account will be locked.  You should consider asking your employees to try the access code twice, then, contact you.  This will give you the opportunity to correct any inconsistencies between the access code that is being used and the access code assigned.  If the access code is entered incorrectly the 3rd time, you can call the WVOT Service Desk for assistance in getting the access code reset.


 



Page 1 of 4

image1.png
i

Connecting t projectirack.av.gov,

User name: € Resourcel39399 &

password:

[JRemember my password

=





